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ABSTRACT

This document calls for a collaborative industry initiative to promote interoperability and standards-
based exchange of definition and operational controls for Role-Based Access Control (RBAC)
systems. It outlines the use cases and critical need for increased standardization. This paper
describes the types of delegated scope and control capabilities needed when autonomous systems
share a common RBAC context. Finally, it describes where new standards are needed and outlines
how this might be achieved by building upon existing standardization efforts.
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Introduction

Role-based access control (RBAC) provides a systematic framework for controlling user
access to information, for reducing risks, and for meeting compliance and governance
requirements. As RBAC models become more prevalent in the runtime identity and
security infrastructure, there is an increased need for a standards-based way to define an
operational context for shared RBAC model definitions.

When an enterprise embarks on a RBAC initiative, many collaborative system
components must make use of or pay heed to the control directives of a centralized RBAC
model. Often a centralized RBAC model is used to provide a common control definition
for identity and access management across the identity infrastructure and into line of
business systems. In these cases, the role model is used to promote a common
governance framework for managed identity.

The shared RBAC model definition is used to capture important identity governance
policies that span system boundaries and solution domains. Management systems like
enterprise provisioning, centralized access control, SIEM, privileged user management
and content personalization systems must all share in a global control model that focuses
on the identity and uses the role-entitlement relationships to guide system access.
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Figure 1. Shared Operational Context for Common RBAC Models

These systems frequently share an identity context through the use of a common identity
repository, but they rarely share a common physical role model store (see Figure 1).



Most enterprise applications that employ an RBAC model do so as autonomously
operating entities. Each independent system runs its own individual role model and the
required common governance context is applied in a custom ad-hoc manner.

The increased demand for enterprise role management has driven the emergence of a
new generation of control and governance infrastructure products focused on defining,
managing and distributing a central role model. These tools are focused on ongoing
lifecycle management for roles, across the widest possible set of managed resources.
These role governance solutions focus on maintaining an overall control model for an
RBAC definition. If RBAC is to succeed at the enterprise level, cooperating systems must
share an operational context around these definitions and must share this context via an
open standards based protocol exchange. An operational context can be defined as a set
of control directives that allow an independent RBAC system to operate with autonomy,
while adhering to established governance rules.

As complex RBAC models span the boundaries of identity-aware systems, this operational
context becomes just as important as the RBAC model itself. Defining, enforcing and
maintaining the kinds of usage rules required to promote and maintain identity
governance, requires new standards-based control directives. These control directives
should be defined in a machine-readable format and should be deployed alongside the
shared RBAC model definition.

A complete set of control directives should include (but is not be limited to):

e A Common Machine-Readable Definition Format
For open systems to share a common RBAC model, they must use a common machine-
readable format that describes the RBAC structure and its control rules.

e Query and Exchange Operations
Once systems share a common RBAC definition, they must share a well-defined set of query
and exchange operations so that structure, allocation and usage requests can flow between
systems.

e Change Control and Delegated Administration
Participating systems should be allowed to extend and modify a shared model in order to
meet local operational needs. If local model changes are allowed, they must be controlled so
as to maintain the overall integrity of the RBAC model.

¢ Role Mapping and Resource Referencing
With the enablement of local model change control (delegated administration), comes the
need for a role-mapping capability and the need for a common resource-referencing scheme.

e A Common RBAC State Model
For a shared role model to be deployed and used effectively, collaborating systems must
agree upon a common state model. This state model should apply to the overall RBAC
systems and should be applicable at the individual elements it defines.

¢ Deployment Guidelines and Agreement Metadata
All elements of the control and operational context for RBAC should be supported within a
common deployment-packaging model, designed to promote the rapid establishment and
maintenance of RBAC exchange relationships.



Today, leading role management vendors are addressing these requirements by
developing proprietary solutions that tightly couple systems around static RBAC
definitions. No current body of work ¢ undertaken by individual vendors or standards
bodies ¢ addresses the need for a common framework for interoperation. If shared or
global RBAC models are to provide a universal context for the governance of identity
across autonomous systems, then the community as a whole must address the need for
an open specification that includes the operational context for RBAC exchange.

The remainder of this paper expands upon the requirements outlined above and provides
suggestions on how the industry as a whole could address them in an open standards
effort.

Open Role Exchange ¢ Expanded Problem Definition

The following section expands on some of the requirements just introduced. It offers a
more detailed view of the implementation issues when employing a shared or common
RBAC model definition across autonomous identity-aware systems. It highlights possible
solution architectures that should be considered. And, where possible, it suggests existing
standardization work that should be considered for re-use by the proposed effort.

A Common Machine-Readable Definition

A logical starting point for a standards effort in this space is structural definition. Before
any form of exchange or interoperation can occur, collaborating parties must agree upon
a machine-readable schema and definition format for the role model itself. This process
does not have to constrain or prescribe the approach to the modeling exercise or its
finished structural model. It does, however, have to provide a means for commonly
describing and defining the structures (containment, specialization, generalization,
entitlement description, identity allocation, etc.) it includes.

The OASIS XACML Profile for Role-Based Access Control (RBAC) [1] defines a
representative data model definition in XML for much of this. It provides strong and
concise guidance on how to describe and define a role model in XML that should be
adopted by this effort. However, the XACML effort was focused on how to use RBAC in an
access control decision, not how to define model control semantics. This effort should
look to reuse and/or extend the existing XACML specification to meet the additional
requirements outlined in this paper.

Query and Exchange Operations
Once a common machine-readable definition has been established, systems that share a
common definition model must also share a common set of functional exchange



operations. These exchange operations need to include the ability to provide for data
model, policy rules, audit, operational state and status reporting.

The CS1.1 committee at INCITS [2] has been working on a specification to define abstract
semantics for many of these operations. However, the deliverable specification from this
group will not address how these abstract operations should be employed in an XML-
based exchange protocol. This effort should look to reuse or extend this specification
(once it is delivered) and should define how these (or other suitable abstract operational
and functional operations) can be employed in an XML based protocol exchange.

Change Control and Delegated Model Administration
When a common RBAC definition is used to codify identity governance policy across
multiple autonomous system domains, each system must be allowed to extend and

modify the model, to meet its own local operational needs. At the same time, local
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Each participating system may require differing degrees of scope, control and delegated
administration over the role model. Different systems will always require different
degrees of control. In some scenarios, a given system may need the ability to change or
extend a defined part of a shared model structure and, at the same time, must be
restricted from making changes in another. Often, changes made by one party will need
to be propagated to another party, or reported back to a central controlling authority.

This control model can be achieved through the specification of a scoping model that

allows a controlling party to specify individual roles or specific entitlement elements
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Figure 2. Scope and Control Rules for RBAC Elements

In all but the most trivial RBAC deployments, this delegated | RYAY A A UGN 0A2YyY G O2y(
absolutely required for autonomous operation to be effective. This is especially true when

two systems share a common model from a governance perspective, but operate

completely autonomously in separate solution domains.



It is envisaged that a standard addressing this issue will need to allow for arbitrarily

complex rules for the scope and control of model changes. Basic rules will be needed that
RSTAYS al f & 2xteddéd fulss wil bisb lotzSedded to address how conflict
resolution is handled when a role model is pushed toasystemtK | i KIF & YI RS
change. Does the central definition always win, or may the local change to retained? If

there is a conflict in this decision process, rules should be provided that define how these
conflicts are resolved.

Role Mapping and Resource References

If an RBAC model is shared between systems using a structural definition model (i.e.,
using the XACML RBAC profile [1]), guidance is needed on how these systems can solve
the complex issue of role mapping and common resource referencing (see Figure 3).
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Figure 3. Common Resource Referencing for Shared RBAC Models
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becomes necessary to provide a simple mapping capability that supports the relating of
RBAC elements between systems.

When a role definition spans multiple domains of control, it also becomes increasingly
difficult to understand the context of exchange unless both systems have a common
model for identifying and referencing the applications and resources entitled through a
given role. This effort should address how systems employ an extensible resource-
referencing model that includes multiple referencing schemes such as (but not limited to)
OASIS XRI [3] and ITIL CMDB [4].

A Common RBAC State Model
Before any form of meaningful exchange is possible, collaborating systems must agree
upon a state model for roles. This state model should allow independent systems to rely
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upon a known set of role model states, with clearly defined operational semantics (see
Figure 4).

System A : System B

Shared Role
Model

Figure 4. Common RBAC State Model

A common state model will allow systems to define interesting operating states such as
active, inactive, changed, unchanged, private, public, etc. This effort should define an
extensible set of model states that could be applied to the overall model and to sub-parts
of the modelQ structure, its policies or its operational context.

Deployment Guidelines and Agreement Metadata

This effort should specify precise implementation guidelines for all of the specification
elements and recommendations it delivers. One of the major benefits of standardization
is the removal of the implementation variances that prevent interoperation. This effort
should, wherever possible, attempt to deliver deployment scenarios and detailed usage
documentation to aid in the adoption of the specification, and the promotion of a reliable
and predictable deployment.

Establish Relationship

Role Domain A Role Domain B

Agreement
Metadata

Figure 5. Definition of Agreement Metadata
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Agreement metadata is a term used here to refer to all of the security, deployment and

runtime usage information needed when two parties agree to exchange role context data

in the manor described in this document. This is a similar concept as federation metadata

used in the Liberty Alliance Project [5] to define the data and settings required to

establish a relationship. This effort should provide a model under which collaborating

systems can easily describe and exchange governance context information, in a machine-

readable format as shown in Figure 5.



User Stories

The following section represents candidate user stories for the proposed effort. These
are included to aid in understanding the intentions of the proposed effort. It provides
further context for the ideas presented. For the purpose of these user stories, the role of
an RBAC model authority is assumed by a role management capability within an Identity
Governance Risk & Compliance (I-GRC) layer. The I-GRC layer consists of role
management, access certification, policy enforcement and identity audit and reporting
technologies.

Role Push to Identity Infrastructure

In this use case, the authoritative I-GRC layer is responsible for defining and controlling a
common role model across the identity infrastructure. The I-GRC system wishes to
publish this RBAC model to the infrastructure and security implementation layer as
depicted in Figure 6.

In this use case, the identity implementation layer has its own independent role model,

and the exchange is an authoritative push fromthe I-Dw/ f | & S NX ¢t2RI&Qa azl
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specify account values or to extend actual account schema at runtime. This is an example

of an autonomous system making a local change to a global model.

Query Provisioning
Exchange
Access Control

Figure 6. Role Push to Identity Infrastructre

Here, the I-GRC layer posts the schema definition to the provisioning system and sends a
detailed scope and a set of authorization rules that dictate where the provisioning system
may or may not extend or modify the RBAC schema and its operating rules.



Multi-Model Merge

In this use case, the I-GRC layer takes part of its model definition from (optionally)

multiple external authoritt 1 A @S a2 dzZNDSa> RSL)PISW2t SaBREE $¢ ¢
Figure 7. Here the I-GRC layer must incorporate the structure (and possible change

control semantics) from its authoritative sources and incorporate these into a single

definition for its subordinate subscribers.

Identity GRC Content Mgmt

Figure 7. Multi-Model Merge

This user story calls out the need to support model authority at multiple levels and from
multiple points of control.

Role State Artifact

In this user story the proposed specification is used to bring together the basic RBAC
model definition and its operational controls, to create an audit artifact that captures all
of the compliance-relevant information for a given RBAC system.

<

Enterprise

GRC Identity GRC

Figure 8. Posting a Role State Artifact

As depicted in Figure 8, the I-GRC layer posts its model and allocation state to an external
GRC repository. Along with the model and operational policy, the I-GRC layer provides
information on identity/user allocation, as well as any supporting operational context and
its model subscribers.
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Goals for Standardization Effort

The following section highlights the scope and objectives of the proposed standards
initiative. It provides further details on the goals and objectives it should aim to achieve.
Just as important, it also calls out specific @ yn-goals€ 2e., things this effort should NOT
try to achieve.

Specific Goals
The specific goals of the proposed effort should include the following:

e To define an open model for describing, enforcing and maintaining delegated control
semantics for collaborating autonomous systems that share a common underlying
RBAC model definition.

e To help enable enterprise RBAC repositories to interact with the runtime identity
management implementation infrastructure.
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exchanging RBAC models between systems.

e To solve some of the complex issues around common resource referencing when
RBAC definitions are exchanged across system boundaries and problem domains.

e To define an open XML-based model, that pulls together new and existing
specification artifacts, in an effort to define a workable, open, and standards based
implementation model. And, in doing so, to define precise implementation guidelines
that enable fast adoption.

Specific Non-Goals
It should not be the intention of the proposed effort to address the following:

e [t should not be a planned goal of this initiative to attempt to normalize or
recommend a single approach to designing, specifying or deriving the underlying
RBAC model itself. Whereas this effort may address the use of a standard set of
get/set operations for the model definition, this effort should not attempt to specify
how RBAC systems should employ a given RBAC model to control access.

e |t should not be a planned goal of this initiative to attempt to recommend a common
approach to RBAC modeling in general. Unifying or normalizing the various
approaches to RBAC definition (i.e., hierarchical vs. flat, functional vs. organizational,
compliance vs. provisioning, etc.) should be clearly out of scope.

This effort should focus on providing a framework of exchange and interoperation that
allows for multiple approaches to the structure of the role model itself.
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Next Steps

This paper calls for the formation of an independent standards effort to address and
deliver the required specification artifacts as soon as possible.

In support of this paper, we have setup a website at www.openroleexchange.orgin an
effort to provide a focal point for information and to solicit feedback on this proposal.
Based on the input received, we propose forming a technical standards committee to
address these issues and coordinate the generation of a specification.

Everyone interested or concerned about the subject is encouraged to subscribe to the
forum at the open role exchange website, to join in the discussion and to help get this
much needed effort off the ground as soon as possible.
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