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ABSTRACT

This document calls for a collaborative industry initiative to promote interoperability and stand:
based exchange of definition and operational controls for FBzsed Access Cont(&®BAC)
systemslt outlines the use cases and critical need for increasaddsrdization.This paper
describes the types of delegated scope and control capabilities needed when autonomousssys
share a common RBAC contdxinally, itdescribes where ng standards are needed and outlines
how this might be achieved by building upon existing standardization efforts.
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Introduction

Rolebased access control (RBAC) provides a systefmatiework fa controlling user
access to informatiorfor reducing risksandfor meeting compliance and governance
requirements. As RBAC models become more prevalent in the runtime idantty
security infrastructure, there is an increased need for a standaed®d way to define an
operational context for shared RBAC model definitions.

When an enterprise embarks on a RBAC initiative, many collaborative system
components must make use of cayheed to the control directes of a centralized RBAC
model.Often a centralized RBAC model is used to provide a common control definition
for identity and access management across the identity infrastructurergodine of
business system#n these ases, the role model is used to promote a common
governancdramework for managed identity.

The shared RBAC model definition is used to capture important identity governance
policies that span system boundaries and solution domains. Management systems lik
enterprise provisioning, centralized access control, SIEM, privileged user management
and content personalization systems must all share in a global control model that focuses
on the identity and uses the rolentitlement relationships to guide systearcess.
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Figure 1Shared Operational Context for Common RBAC Models

These systems frequently share an identity context through the use of a common identity
repository, but they rarelghare a common physical role model st¢see Fgure 1).



Most enterprise applicationshat employan RBAC model do soastonomougy
operating entitiesEach independent syasin runs its own individual rolmodel and the
required common governance context is applied in a custorh@manner.

Theincreased demand for enterprise role managemerttas driven the emergence of a

new generation of control and governance infrastructure products focused on defining,
managing and distributig a central role model hese tols are focused on ongoing
lifecycle management faoles, across the widest pabte set of managed resources.
These role governance solutions focus on maintaining an overall comtidé| for an

RBAC definitionf RBAGs to succeed at the enterprise level, cooperating systems must
share an operationalantext around these definitions and must share this context via an
open stamards based protocol exchangen operational context can be defined as a set
of control directives that allow an independent RBAC system to operate with autonomy,
while adhering ¢ established governance rules.

As complex RBAC models span the boundaries of ideaiyre systems, this operational
context becomes just as impeantt as the RBAC model itsélfefining, enforcing and
maintaining the kinds of usage rules required to paiemand maintain identity
governance, requires new standirbased control directives hese control directives
should be defined in a machifreadable fornat and should be deployed alosige the
shared RBAC model definition.

A complete set of control dactives should include (big not be limited to)

e A Common MachindReadable Definition Format
For open systems to share a common RBAC model, they must use a common machine
readable format that describes the RBAficture and its control rules.

¢ Queryand Exchange Operations
Once systems share a common RBAC definition, they must sharedetuadid set of query
and exchange operations so that structure, allocation and usagseestscanflow between
systems.

¢ Change Contrahnd Delegated Administration
Paticipating systems should be allowed to extend and modify a shared model in order to
meet local operational needs. If local model changes are allowed, they must be controlled so
as to maintain the overall integrity of the RBAC model.

¢ Role Mappingand Resaurce Referencing
With the enablement of local model change control (delegated administration), comes the
need for a rolemapping capability and the need for a commresourcereferencing scheme.

e A Common RBAC State Model
For a shared role model to be depkxd and used effectively, collaborating systems must
agree upon a common state moddihis state model should apply to the overall RBAC
systems and should be applicable at thdividual elements it defines.

e Deployment Guidelines and Agreement Metadata
Allelements of the control and operational context for RBAC should be supported within a
common deploymenpackaging model, designed to promote the rapid establishment and
maintenance of RBAC exchange relationships.



Today, éading role management vendorseaaddressing these requirements by
developing proprietary solutions that tightly couple systems around static RBAC
definitions.No current body of work undertaken by individual vendors or standards
bodiesc addresses the need for a common framework faeroperation. If shared or

global RBAC models are to provide a universal context for the governance of identity
across autonomous systems, then the community as a whole must address the need for
an open specification that includes the operational contiextRBAC exchange.

The remainder of this paper expands upon the requirements outlined above and provides
suggestions on how the industry as a whole could address them in an open standards
effort.

Open Role ExchangeExpnded Problem Definition

The folowing section expands on some of the requiremgos introduced. It offers a
more detailed view of the implementation issues when employing a shared or common
RBAC model definition across autonomous iderdityare systems. It highlights possible
solution architectures that should be considerekhd, where possibleit suggests existing
standardization work that should be considered foruge by the proposed effort.

A Common MachindReadable Definition

A logical starting point for a standards efforttins space is structural definition. Before
any form of exchange or interoperation can occur, collaborating parties must agree upon
a machinereadable schema and definition foahfor the role model itself. fis process

does not have to constrain or ggcribe the approach to the modeling exercisatsr

finished structural modelt does however, have to provide a means for commonly
describing and defining the structures (containment, specialization, generalization,
entitlement description, identity adication etc.) it includes.

The OASIS XACML Profile for lBaeed Access Control (RBAC) [1] defines a
representative data model defition in XML for much of thist provides strong and

concise guidance on how to describe and define a role model intikkhauld be

adopted by this effortHowever, the XACML effort was focused on how to use RBAC in an
access control decision, not how to define model control semarificis effort should

look to reuse and/or extend the existing XACML specification ta theeadditional
requirements outlined in this paper.

Queryand Exchange Operations
Once a common machiaeadable definition has been established, systems that share a
common definition model must also share a common seuatfional exchange



operations These exchange operations need to include the ability to provide for data
model, policy rules, audit, operational state and status reporting.

The CS1.1 committee at INCITShEY been working on specification to define abstract
semanticdor many of hese operationsHowever, the deliverable specification from this
group will not address how these abstract operations should be employeul XiVi-

based exchange protocadrhis effort should look to reuse or extend this specification
(once it is deliveredand should define how these (or other suitable abstract operational
and functional operations) can be employed in an XML based protocol exchange.

Change Controand Delegated Model Administration

When a common RBAC definition is used to codify idegbiyernance policy across

multiple autonomous system domains, each system must be allowed to extend and

modify the model, to meet & own local operational needat the same time, local
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Each participating system may require differing degrees of scope, control and delegated
administratian over the role modelDifferent systems will always requidiferent

degrees of controlln some scenarios, a given system may need théatwl change or
extend a defined part of a shared model structure paickhe same timemustbe

restricted frommaking changes in anothdé@ften, changes made by one party will need

to be propagated to another party, or reported back to a central cotibglauthority.

This control model can be achieved through the specification of a scoping model that

allows a controlling party to specify individual roles or specific entitlement elements
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a given scope.
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Figure 2Scope and Control Rulies RBAC Elements

In all but the most trivial RBAC deployments, this delegatd@ilY A Y A A UG NJF G A2y a 02y
absolutely required for autonoous operation to be effectivelhis is especially true when

two systems share a common model from a governance perspective, but operate

completely autonomously in separate solution domains.



It isenvisaged that a standard addressing this issue will need to allow for arbitrarily
complex rules for the scope and controlrobdel changesBasic rules will be needed tha
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resolution is handled when a role model is pushed to a systeinti Kl & YIF RS |

change Does the central definition always win, or nthg local change to retained?
there is a conflict in this decision process, rules should be provided tHiaedgow these
conflicts are resolved.

Role Mappingand Resource References

If an RBA@odel is shared between systems using a structural definition model (i.e.
using the XACML RBAC profile [1]), guidance is needed on how these Syateoise
the complex issue of role mapping and common resource referenseeigure 3).
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Figure3. Common Resource ReferendiogShared RBAC Models
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becomes necesary to provide a simple mapping capability that supports the relating of
RBAC elements between systems.

When a role definition spans multiple domains of control, it also becomes increasingly
difficult to understand the context of exchange unless botheays have a common
model for identifying and referencing the applications and resources entitled through a
given role. This effort should address how systems employ an extensible resource
referencing model that includes multiple referencing schemes su¢huashot limited to)
OASIS XR3][and ITIL CMDB]

A Common RBAC State Model
Before any form of meaningful exchange is possible, collaborating systems must agree
upon a state model for role§.his state model should allow independent systems to rely
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upon a known set of role model states, with clgadkefined operational semanti¢see
Hgure 4).
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Figure 4Common RBAC State Model

A common state model will allow systems to define interesting operating states such as
active, inactive, changednahanged, private, public, et€his effort should define an
extensible set of model states thatwd be applied to the overall model and to sphrts

of the modef structure, its policies or its operational context.

Deployment Guidelinesnd AgreementMetadata

This effort should specify precise implementation guidelines for all of the specification
elements an recommendations it deliver©ne of the major benefits of standardization

is the removal of the implementation variances that prevent interopiera This effort
should wherever possiblgattempt to deliver deployment scenarios and detailed usage
documentation to aid in the adoption of the specification, and the promotion of a reliable
and predictable deployment.

Figure 5. Definition of Agreeant Metadata
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Agreement metadata is a term used here to refer to all of the security, deployment and

runtime usage information needed when two parties agree to exchange rolkexodata

in the manor described in this document. This is a similar concept as federation metadata

used in the Liberty Alliance Projeé&] fo define the data and settings requiréd

establish a relationshiprhis effort should provide a model under whicollaborating

systems can easily describe and exchange governance context information, in a machine

readable format as shown iagure 5.



